
Business Associate Agreement

This Business Associate Agreement ("Agreement”) is entered into effective  _______________ between [practice name] ("Physician Practice" and/or “Covered Entity”) and ________________,  (“Contractor” or “Business Associate”) (each a “Party” and together, the “Parties”).

Recitals

Physician Practice is a [type of organization] that provides medical services with a principal place of business at [address].

Contractor is a [type of organization] that [description of primary functions or activities] with a principal place of business at [address].

Physician Practice, as a Covered Entity under the Health Information Portability and Accountability Act of 1996 ("HIPAA"), as amended by the Health Information Technology for Economic and Clinical Health Act (“HITECH”) , is required to enter into this Agreement to obtain satisfactory assurances that Contractor, a Business Associate under HIPAA and HITECH, will appropriately safeguard all protected health information as defined herein, disclosed, created or received by Business Associate on behalf of Physician Practice.

Physician Practice desires to engage Contractor to perform certain functions for, or on behalf of Physician Practice involving the disclosure of protected health information by Physician Practice to Contractor, or the creation or use of protected health information by Contractor on behalf of Physician Practice, and Contractor desires to perform such functions.

[NOTE: include this if needed: This Agreement shall be deemed an  amendment to the Parties' underlying Agreement dated  _______ ("Underlying Agreement").]

In consideration of the mutual promises below and the exchange of information pursuant to this Agreement and in order to comply with all legal requirements for the protection of this information, the Parties agree as follows:

Article I
Definitions

1.01 Agreement means this Business Associate Agreement.

1.02 C.F.R. shall mean the Code of Federal Regulations.

1.03 Covered Entity shall have the meaning given to such term in 45 C.F.R. §160.103.

1.04 Business Associate shall have the meaning given to such term in 45 C.F.R. §160.103.

1.05 Designated Record Set shall have the meaning given to such term in 45 C.F.R. §164.501.

1.06 Protected Health Information ("PHI") shall have the meaning given to such term in 45 C.F.R. § 160.103 and shall include electronic PHI (“ePHI”).

1.07 “Security Rule” shall mean the Security Standards at 45 C.F.R. Part 164, Subpart C, as may be amended from time to time.

1.08 “Breach Notification Rule” shall mean the Notification in the Case of Breach of Unsecured Protected Health Information at 45 C.F.R. Part 164, Subpart D, as may be amended from time to time.

1.09 “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 164, Subpart E, as may be amended from time to time.

1.010 All references to the C.F.R. are to its then current version.

1.11	Capitalized terms not otherwise defined in this Agreement shall have the meanings given to them in HIPAA, the HIPAA Rules, and/or the HITECH Act, as applicable.

Article II
Obligations of Business Associate

2.01 Permitted Uses and Disclosures. Business Associate shall not use or disclose PHI received or created pursuant to this Agreement, other than as permitted or required by this Agreement and/or as required by law, except as follows:

[Note: Insert a list of permitted uses and disclosures by the Business Associate; be specific in the description of what the Business Associate will do on behalf of the Physician Practice that relates to the creation, use, receipt or disclosure of PHI. In order to avoid amending the Agreement if anything changes, consider putting the list of permitted uses/disclosures in an attachment and stating "except as set forth in Exhibit "A" to the Agreement” in place of “except as follows.”]

2.02 Business Associate's Operations – Permitted Uses and Disclosures of PHI. Business Associate may use or disclose PHI received or created in its capacity as a Business Associate if such use or disclosure is necessary for the proper management and administration of Business Associate or to carry out its legal responsibilities provided (a) the disclosure is required by law or (b) Business Associate obtains reasonable assurances from the recipient to whom the PHI is disclosed that the PHI will be held confidentially and used or further disclosed only as required by law or for the purpose for which it was disclosed to the recipient, and that the recipient will notify Business Associate of any breach of confidentiality of which it becomes aware.  Business Associate shall notify Physician Practice of any such breach of confidentiality reported to Business Associate.  In using, disclosing, or requesting PHI, Business Associate shall limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request and, where applicable, shall use a Limited Data Set as defined in 45 C.F.R. § 164.514(e)(2).

2.03 Additional Requirements of the HITECH Act. Business Associate shall comply with all provisions of HIPAA, the HITECH Act, and their implementing regulations that are applicable to business associates, including requirements related to restrictions on disclosures, marketing, fundraising communications, and the sale of PHI.

2.04 California Medical Privacy Compliance.  Business Associate acknowledges Physician Practice is subject to the California Confidentiality of Medical Information Act (“CMIA”), Cal. Civ. Code § 56 et seq. Business Associate agrees to comply with CMIA to the extent applicable to its Services. To the extent CMIA imposes stricter requirements than HIPAA or permits fewer uses or disclosures of PHI or “medical information” (as defined by CMIA), Business Associate shall comply with CMIA. Business Associate shall not use or disclose PHI or medical information without valid authorization where required by CMIA, even if such use or disclosure would be permitted under HIPAA. Business Associate further acknowledges that unauthorized use or disclosure of PHI or medical information may subject Business Associate to statutory damages, and Business Associate’s indemnification obligations under this Agreement shall include such damages.

2.05 Access to PHI by Individuals.  Business Associate shall cooperate with Physician Practice as necessary for Physician Practice to comply with 45 C.F.R. § 164.524 and applicable California law regarding individuals' rights to access PHI. If Business Associate receives a request from an individual for access to PHI, Business Associate shall promptly forward the request to Physician Practice and shall not respond directly unless instructed by Physician Practice. Physician Practice shall be solely responsible for determining the scope of any response to an individual's request, including the applicable Designated Record Set and the format in which records will be provided. To enable Physician Practice to comply with applicable law, Business Associate shall provide requested PHI to Physician Practice within five (5) business days of Physician Practice's request. If Business Associate maintains PHI in a Designated Record Set on behalf of Physician Practice, Business Associate shall make such PHI available to Physician Practice, or to the individual as directed by Physician Practice, in accordance with 45 C.F.R. § 164.524 and applicable California law.

2.06 Access to Business Associate's Books and Records. Business Associate shall make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received on behalf of, Physician Practice available to the Secretary of the U.S. Department of Health and Human Services for purposes of determining compliance with HIPAA. Upon reasonable notice, Business Associate shall provide records and information reasonably necessary for Physician Practice to verify compliance with this Agreement, including evidence of compliance with HIPAA, subject to reasonable confidentiality, attorney-client privilege, and information security protections. 

2.07 Amendment of PHI. As directed by Physician Practice, Business Associate shall promptly incorporate any amendment to PHI maintained on behalf of Physician Practice. Within five (5) business days after implementing the amendment, Business Associate shall provide written confirmation thereof and any information reasonably requested by Physician Practice to facilitate compliance with 45 C.F.R. § 164.526 and applicable California law.

2.08 Accounting of Disclosures.  Business Associate shall document disclosures of PHI that are subject to the accounting requirements of 45 C.F.R. § 164.528 and shall promptly provide Physician Practice with information regarding such disclosures upon request. Such information shall include the date of the disclosure, the name, and, if known, the address of the recipient; a brief description of the PHI disclosed; and a brief statement of the purpose of the disclosure. Business Associate shall maintain such records for six (6) years and shall make them available to Physician Practice in electronic format as reasonably requested to enable Physician Practice to comply with 45 C.F.R. § 164.528 and applicable law.

2.09 Security Safeguards.  Business Associate shall maintain a documented information security program, including administrative, physical, and technical safeguards, designed to protect the confidentiality, integrity, and availability of PHI created, received, maintained, or transmitted on behalf of Physician Practice, and to comply with applicable HIPAA Security Rule requirements.  Business Associate shall maintain and retain all required security documentation for at least six (6) years and shall review and update its security policies and procedures as necessary to address changes affecting the security of PHI. To the extent required by applicable law, Business Associate shall implement appropriate measures to render PHI unusable, unreadable, or indecipherable to unauthorized persons. Upon reasonable request, Business Associate shall provide Physician Practice with evidence of its compliance, including relevant policies and procedures, security risk assessments, workforce training records, and records of security incidents and corrective actions.

2.10 Reporting and Mitigation of Unauthorized Uses and Disclosures of PHI.  Business Associate shall notify Physician Practice without unreasonable delay, and in no event later than five (5) calendar days following discovery, of (a) any use or disclosure of PHI not permitted by this Agreement, (b) any Breach of Unsecured PHI, and (c) any Security Incident involving PHI. Such notice shall include, to the extent known, the information required for Physician Practice to comply with applicable breach notification laws and regulations, including 45 C.F.R. Part 164, Subpart D and applicable California law. Business Associate shall promptly investigate, mitigate, and remediate the effects of any such incident and shall provide Physician Practice with periodic updates and documentation regarding its investigation, corrective actions, and notification efforts. Business Associate shall maintain records of all such incidents, investigations, and responses in accordance with applicable law. Business Associate shall not notify affected individuals, regulators, or the media regarding a Breach of Unsecured PHI without Physician Practice's prior written approval, except to the extent required by law.

2.11 Affiliates, Agents, Subsidiaries, and Subcontractors. Business Associate shall require that any agents, affiliates, subsidiaries, or subcontractors, to whom it provides PHI received from, or created or received by Business Associate on behalf of Physician Practice, agree in writing to the same use, disclosure, and security obligations and restrictions imposed on Business Associate by this Agreement.

2.12 Ownership of PHI. PHI shall remain the property of Physician Practice or the applicable individual(s) as determined under applicable law. During the term of this Agreement, Business Associate and any authorized subcontractors may use the PHI solely as permitted by this Agreement. Business Associate and its subcontractors shall not de-identify the PHI without written consent from Physician Practice.

Article III
Obligations of Physician Practice

3.01	Physician Practice Notifications.  Physician Practice shall inform Business Associate of any of the following changes which affect Business Associate: (a) changes to its Notice of Privacy Practices that affect Business Associate, (b) new or changed authorizations, (c) restrictions on use of PHI agreed to by Physician Practice, and (d) patient opt-outs concerning fundraising or marketing solicitations.

Article IV
Term and Termination

4.01 Term.  This Agreement shall be for a term of ________ (#) years, commencing on	______  and ending on ______________ ("Initial Term"). 

[Note: add if appropriate: This Agreement shall automatically renew for
successive ________ (#) year periods ("Renewal Term") unless one party notifies the other party of its intent not to renew the Agreement at least sixty (60) days prior to the end of the Initial Term or any Renewal Term. 

4.02 Termination for Material Breach of Confidentiality, Privacy, or Security.  Physician Practice may immediately terminate this Agreement upon written notice if Business Associate commits a material breach of this Agreement relating to the confidentiality, privacy, or security of PHI. Business Associate shall have no right to cure such material breach unless otherwise agreed to in writing by Physician Practice.

4.03 Termination Without Cause. Either Party may terminate this Agreement upon [sixty (60)] days written notice.

[NOTE: Ensure the notice period is long enough to allow for replacement of the services; time should be longer than the "for cause" termination in paragraph below.]

4.04 Termination For Cause. Either Party may terminate this Agreement for a material breach, other than a breach described in Section 4.02, if such breach remains uncured thirty (30) days after written notice. Either Party may terminate this Agreement immediately upon written notice if the other Party becomes insolvent, makes an assignment for the benefit of creditors, becomes subject to bankruptcy or receivership proceedings, or is dissolved or liquidated.

4.05 Disposition of PHI Upon Termination. Upon termination of this Agreement, Business Associate shall return to Physician Practice, or securely destroy, all PHI in its possession or control, including PHI maintained by its agents, affiliates, subsidiaries, or subcontractors, except to the extent return or destruction is not feasible. Upon request, Business Associate shall certify in writing that all PHI has been returned or destroyed, except for any PHI that cannot feasibly be returned or destroyed.  If Business Associate determines the return or destruction of any PHI is not feasible, Business Associate shall provide written notice to Physician Practice describing the basis for such determination. Any PHI that cannot feasibly be returned or destroyed shall remain subject to the protections of this Agreement, and Business Associate shall not use or disclose such PHI except as necessary for the purpose(s) that make its return or destruction infeasible.  Business Associate shall require any agent, affiliate, subsidiary, or subcontractor retaining such PHI to comply with the same restrictions, protections, and obligations applicable to Business Associate under this Agreement.

4.06 Mitigating Effects of Termination. In the event this Agreement is terminated, the Parties agree to ensure an orderly transition and the continued protection of all PHI used, disclosed, transmitted, or maintained by Business Associate.

Article V
Insurance and Indemnification

5.01 Insurance. During the term of this Agreement, Business Associate shall maintain cyber liability insurance with limits of not less than $1,000,000 per occurrence and $2,000,000 in the aggregate.  Upon reasonable request, Business Associate shall provide Physician Practice with evidence of such coverage. 

[NOTE: The scope of the services performed should dictate the amount of minimum insurance. $2M/$4M may be appropriate depending on your practice and the vendor.]

5.02 Indemnification. Each Party shall indemnify, defend, and hold harmless the other Party and its officers, directors, employees, and agents from and against any third-party claims, damages, liabilities, fines, penalties, costs, and expenses, including reasonable attorneys' fees, arising out of or resulting from the indemnifying Party's breach of this Agreement, negligence, willful misconduct, or violation of applicable law. The foregoing indemnification obligations shall not be subject to any limitation of liability, exclusion of damages, limitation on remedies, or similar provision contained in this Agreement or any other agreement between the Parties.

5.03 Breach Response and Indemnity. Business Associate shall be responsible for the costs of investigating, mitigating, and remediating any breach or Security Incident caused by the acts or omissions of Business Associate or its subcontractors, agents, or workforce members. Business Associate shall indemnify and hold harmless Physician Practice from and against any damages, liabilities, penalties, fines, costs, and expenses arising from such breach, including reasonable costs associated with breach notification, credit monitoring, regulatory investigations, and corrective actions to the extent required by applicable law.  At Physician Practice's request, Business Associate shall reasonably cooperate in providing any notifications required by applicable federal or state law.

[NOTE: The scope of the services performed should dictate the scope of the indemnification. Because neither of these variables can be known in drafting a form agreement, consider replacing this indemnification provision with one recommended by your own legal counsel.]

Article VI
Miscellaneous

6.01 Compliance of Business Associate.  Physician Practice makes no warranty or representation that compliance by Business Associate with this Agreement, or the Privacy Laws will be adequate or satisfactory for Business Associate's own purposes or that any PHI in Business Associate's possession or control, or transmitted or received by Business Associate, is or will be secure from unauthorized use or disclosure. Business Associate is solely responsible for complying with its obligations under HIPAA, HITECH Act, and CMIA. 

6.02 Notice. Any notice required to be given pursuant to this Agreement shall be in writing and be delivered personally, by overnight courier, or certified mail with return receipt requested.  Notices shall be effective upon receipt.  Notices shall be sent to the addressees and addresses designated by the Parties as follows:

Physician Practice:

__________________

Business Associate: 

__________________

Notices shall be effective upon receipt. 

6.03 Change in Law.  The Parties shall cooperate in good faith to amend this Agreement as necessary to comply with applicable changes in federal or state law. If the parties are unable to agree upon an amendment required for legal compliance within thirty (30) days after written notice from either Party, either Party may terminate this Agreement upon thirty (30) days' prior written notice. 

[NOTE: Ensure the notice period is long enough to allow for replacement of the services.]

6.04 Amendments.  This Agreement may not be amended without the written consent of both Parties.  

6.05 Severability and Survival. In the event any provision of this Agreement is held to be unenforceable for any reason, the remaining provisions shall remain in full force and effect.  Any provision that by its nature is intended to survive termination, including obligations relating to the protection, destructions, and return of the PHI shall survive termination of this Agreement. 

6.06 Counterparts. This Agreement may be executed in counterparts, each of which shall be deemed an original, and all of which together shall constitute one Agreement.  Electronic signatures shall be deemed originals and shall be fully enforceable. 

6.07 Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the State of California without regarding to conflict-of-law principles.  Venue for any action arising out of or relating to this Agreement shall lie exclusively in ________________ County, California.  

6.08 Assignment and Subcontracting. This Agreement shall inure to the benefit of and be binding upon the Parties hereto and their respective legal representatives, successors, and assigns. Business Associate may not assign this Agreement without Physician Practice's prior written consent. Business Associate may engage subcontractors provided it enters into a written agreement meeting HIPAA requirements and remains fully responsible for the acts and omissions of its subcontractors.

6.09 Entire Agreement. This Agreement constitutes the entire agreement between the Parties regarding this subject matter and supersedes all prior discussions, negotiations, and services for this subject matter.

[NOTE: include this if needed: This Agreement shall be interpreted in a manner consistent with the Underlying Agreement. In the event of a conflict, this Agreement shall prevail.]

6.10 No Third Party Beneficiaries. Nothing in this Agreement is intended to confer any rights, remedies, or benefits upon any person or entity other than the Parties to this Agreement and their permitted successors and assigns.

6.11 Cooperation in Legal and Regulatory Proceedings.  Business Associate shall reasonably cooperate with Physician Practice in responding to investigations, audits, or regulatory inquiries relating to PHI handled by Business Associate under this Agreement. If Business Associate is required by law to disclose PHI, Business Associate shall provide prior notice to Physician Practice, unless prohibited by law.

6.12	Interpretation. This Agreement shall be construed to comply with HIPAA, the HITECH Act, and other applicable privacy laws, and any ambiguity shall be interpreted to permit compliance with such laws and to protect PHI.


IN WITNESS WHEREOF, the parties hereto have duly executed this agreement to be effective as of [effective date of the agreement].

PHYSICIAN PRACTICE:	BUSINESS ASSOCIATE:

By: 		By: 

Name: 		Name:  

Title: 		Title:  

Date: 		Date:  
