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Top 10 Health Technology Hazards for 2026

The safe use of healthcare technology—from simple
medical devices and supplies to complex information
systems—requires identifying possible sources of danger
or difficulty with those technologies and taking steps to
minimize the risks and prevent harm. ECRI's Top 10
Health Technology Hazards report, now in its 19th
year, identifies the potential sources of technology-related
danger that ECRI's experts believe warrant the greatest
attention for the coming year and offers practical
solutions to safeguard patient care.

e The Misuse of Al Chatbots in Healthcare

e Unpreparedness for a "Digital Darkness" Event

e The Growing Challenge of Combating Substandard and Falsified Medical Products
e Recall Communication Failures for Home Diabetes Management Technologies

e Tubing Misconnections Remain a Threat Amid Slow ENFit and NRFit Adoption
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Read the Top Ten

o Case Studies: Protecting Patients Strengthens the Bottom Line read now

Patient Safety & Relations

Opioid Safety Dashboards Can Support Safe Opioid Prescribing

What's the news. Utilization of an opioid safety dashboard—which lists patient-level
information and related opioid safety measures—can help support safe opioid
prescribing; however, clinician perspectives and interactions with the dashboard
should be assessed to ensure they are actionable and effective, according to a study
published in the January 2026 issue of the Journal of Patient Safety.

Why it matters. Safe opioid prescribing is an essential component of overall
medication safety and pain management.

How ECRI can help. The guidance article Medication Safety discusses strategies
that organizations can implement to prevent medication-related adverse events.

New Event Reporting System Improved Near-Miss Reporting and
Staff Engagement

What's the news. A new patient safety event reporting system that streamlined
reporting, centralized data analysis, and enhanced transparency significantly increased
near-miss and no-harm event reporting from 60% preimplementation to 80% after
implementation, according to a study published in the January 2026 issue of
the Journal of Patient Safety. An increase in the number of unique event reporters
and reviews also demonstrated improved staff engagement.

Why it matters. Event reporting is essential for identifying potential risks and
ensuring patient safety. Implementing strategies and systems to improve reporting
can help strengthen a culture of safety.

How ECRI can help. The guidance article Event Reporting in Ambulatory Care
provides an overview of event reporting systems, regulatory influences, and common
barriers to reporting, followed by a comprehensive discussion of best practices to
facilitate effective reporting.



https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGTq5nR3bW50kH_H6lZ3pkW6G5LHr1VjZRVW7JkZJl69pDYcVNHgTM5S8ffwW4swp6s3yfQsyW1YpBCb2-1FHHW9f7RdK7TD_ZzW6bzLr28N3-BMW35ScTs8hYN5hVbSh0p5gR-LmW4qDbcb2sN21vW3LN_gL8pfLG4W5FZXXX6D-tynN5yh5M5DWsXpW1Qm0fp3GCrBWW8CFHZs6P16gKW6nnbsy1tj6-vW4tvF2F1wfBqgW5KPB-k7hMX29W76TPgg14ppTQW9gPfnl6FJx9yLS9HypZ8C7W75H87H4ywJf0W8ylWCk1v1zLRW2kZH6_6p-MMpN196BwF95cp2W2RDv4W1qRMWyW2nMYWG2DrkdtV8DyQz8SgqrNW3SCDJ86jDWFYW3wd35Q4Lz-rFW3wG0P14GBwn_W1T_2ZP5M0TzPf7rB3Zv04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365162012%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NocmQCeoi1xi2Tid15MEPxoUX3tXVrUgHWfkLScReiU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGVW3qgz0W7Y8-PT6lZ3lTW3_Lz7w1VPdpFW1Jlr375qYCqdW2xWZgt3nzZFtN94_7rS17jD-W4HJ2ZM94nlHdW6TXKy941gxmcW3hNwN11-S0TMW5RK9-X7n_hWdW4Qjyvq1mzlm3W2cYX-X44lWzMW320KTf4pd1N8W2TN2Ky4vXcv6W1vVSPl2GRJRgN1sccHjvXbl_W2s7X_795Tk47W1wvlxh5v2L0TW37QK-l3W07LJW7Wsj1L3TZdZ1W246CFq992ttsW7lBdqK5s8TvVW4RdZw346N5X-VYxrkC81tHz-W1Nzfwf5RpT6-W2cpHd17ZCzldW7lW12Y7MGS9mW2slc5Z1dWyXbf2784v404&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365179887%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zQgUyWAj2fev%2B3unh1dysNa6tS8fBUFt5lxhjU8hP%2BI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGV05nR3bW69t95C6lZ3lbW6xvvbd7DnNJ_W9hN15-1cLCycN2FTF4vX6yXlN83Fkt61Bg2QW1ZBClL4G0sDwW6j71f22RrScHW4-V5nB4n5PcbVQCzPK9lrNF8W2JjQXp5XM-8xW6BbQx110pfkcW7fVXKr3cQgC-W8Q68HY8wDGGNW5rL3tJ8zDfRRW8XzfpC6xc_8GW3HhYpX6rFqKZW5zlWnb7pMsj7W7JzV4V2M3S1_VCJ6Ll7_-ZRyW8sV_SW8YkN8yW2VSQXQ5Tt3-_W94RQ8B77dTcGW5BY6KX9gnrbrW7Kmzxb4k_9b7W6_nhyr4zX1drW5M0wgq8sfL78W2JtGYv1mp-KfN9jYLwf89_42W2WTd552lLsqBW7p60Nh9jfHNMW4KTm_x1kHHm5W7WL9gs3NPSP-N6nx7t-QdtlFW2DgLdN8TrLBgW1dkfFG5Pkp4vVt7W_13gsYqVW7mPtkm6-Yx7Xf8FSv2n04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365198643%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qEHgKIVzjAd6jfmVxlGBrMnVp6brIyVfL0vqJk%2FjCTA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGV05nR3bW69t95C6lZ3lbW6xvvbd7DnNJ_W9hN15-1cLCycN2FTF4vX6yXlN83Fkt61Bg2QW1ZBClL4G0sDwW6j71f22RrScHW4-V5nB4n5PcbVQCzPK9lrNF8W2JjQXp5XM-8xW6BbQx110pfkcW7fVXKr3cQgC-W8Q68HY8wDGGNW5rL3tJ8zDfRRW8XzfpC6xc_8GW3HhYpX6rFqKZW5zlWnb7pMsj7W7JzV4V2M3S1_VCJ6Ll7_-ZRyW8sV_SW8YkN8yW2VSQXQ5Tt3-_W94RQ8B77dTcGW5BY6KX9gnrbrW7Kmzxb4k_9b7W6_nhyr4zX1drW5M0wgq8sfL78W2JtGYv1mp-KfN9jYLwf89_42W2WTd552lLsqBW7p60Nh9jfHNMW4KTm_x1kHHm5W7WL9gs3NPSP-N6nx7t-QdtlFW2DgLdN8TrLBgW1dkfFG5Pkp4vVt7W_13gsYqVW7mPtkm6-Yx7Xf8FSv2n04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365198643%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qEHgKIVzjAd6jfmVxlGBrMnVp6brIyVfL0vqJk%2FjCTA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGWb3qgz0W8wLKSR6lZ3k_W1tw68q8Y-4B_W6sFkZc9gmSMgW1jQgJm5Wz510W4m9NbS8K-pWHN5r07xxBWTMWVg9tt03w2BfqW1xRh1r50vQN9W52yKJN96q8SXW9fQVLs68HhT_W3CdcmN6gLPpdW1T1nlf4Dk_vHW8mh-wS8J7nmNW2cTNP06RyPh1W2CVWDl1MSGWFW4hdqrc1Y9VkHW1rm_3-74xxdgW4PtXgw6xk-zCW59Slb76-Dn6RW65hz1M7h5GSNW1Fnt1c3VZY5SN8CtpjmNVWd4W7LFx3l8cth4cW4mCxr-49z4RXW2ty1V-8KwpwgN9hhLsZw3QBvW4ZDz_B9lfqkXW8c85Xj89dn8DW3mKHz14chCcMf4jBWq-04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365218683%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rF7%2FKPm3oyQZ8ffe8hc6ziSJ3QhOgvSwW8iDC6kam%2Bo%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGV05nR3bW69t95C6lZ3pJW3l-rW52wxrZlW6njL3G76qwzfW6_NGMf4B6Qg4W23bsyD1MGQ_ZW6zbqLd6_td2FW5Y6-8d4J2fjtW53W7WB4x6rCcW904hTj6Sy314W8lkCMM8ZT8zbW6KLC1M8cpWBhW1D40wk7HWc_SW3Dt4Hq64hgrKW7XL4123_lzvfW3WG7746y6dJ2W2Z_6CF4-YZtsW8MD0hz3QnM4cW5cYcXj5qmbLDW9lV9NJ8wf5C_W2-Jk9s3cJTP7W8hylgx2rVVx5W8xK7Kw55J3WCW2W2sT15ByvmKW7hFGV75LxNTkW730FQs5PNxXjN89vH0vNkX1CW12bSGY6-Bh0qW7hRSsr9jPFxVW6whd1r7ZcZ-cW6b6x6H1fhV43W2slvxB3Mk5JdW4MH7QT1jYM1KW6nWs081q8C7cW5H9vvr7sdSxhN1wnNdYWp3LDW18HNvL5SRRvPW40zbf24Y7jlxf1LFmMH04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365240581%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=aPzI8zav9m7BFxHmOlk3cVltDeAyupyfou%2FFIw6xiDg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGV05nR3bW69t95C6lZ3pJW3l-rW52wxrZlW6njL3G76qwzfW6_NGMf4B6Qg4W23bsyD1MGQ_ZW6zbqLd6_td2FW5Y6-8d4J2fjtW53W7WB4x6rCcW904hTj6Sy314W8lkCMM8ZT8zbW6KLC1M8cpWBhW1D40wk7HWc_SW3Dt4Hq64hgrKW7XL4123_lzvfW3WG7746y6dJ2W2Z_6CF4-YZtsW8MD0hz3QnM4cW5cYcXj5qmbLDW9lV9NJ8wf5C_W2-Jk9s3cJTP7W8hylgx2rVVx5W8xK7Kw55J3WCW2W2sT15ByvmKW7hFGV75LxNTkW730FQs5PNxXjN89vH0vNkX1CW12bSGY6-Bh0qW7hRSsr9jPFxVW6whd1r7ZcZ-cW6b6x6H1fhV43W2slvxB3Mk5JdW4MH7QT1jYM1KW6nWs081q8C7cW5H9vvr7sdSxhN1wnNdYWp3LDW18HNvL5SRRvPW40zbf24Y7jlxf1LFmMH04&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365240581%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=aPzI8zav9m7BFxHmOlk3cVltDeAyupyfou%2FFIw6xiDg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQjzC4DYHPnW4dky_t24FRvzW4PtzZh5Kmv97N65wGWv3qgz0W95jsWP6lZ3m0W8jLf1S7GV535W3C74tF2bL7JNW70hNJv7CL9RzW4dwQZy8MY5rPW7Lp__C9dvzVSW6VptR835gCvQW2ZZjSG4ydb4NW2g9DXY5jGMPzW6Zw3_x5RFc_2W3YQXqh29L3P0W5zDPhq37lSbZW5y-F1Y8LxMbrN8wG6WcH2c1nW4M3-cH8S-QRPW5pYTxN32hDwxW2YkXqr8dsxgkW2k_D5K5gd5HtW1N5kck1hx0ZBW4qvqmc2dV7fgW1TJHn0279bcMW8MTLlz9db3rcW1nhZSS6LHvd8W1965z13-fdRVW2M2QhH2fvCn5W87j72S1RD3BzW4rKdHC1ZnmM3W11xtmw6mt9_yW2srsr93bzlNpN2x_0Xc2HRZmW3KXMVv8CcvyLf5VtHC804&data=05%7C02%7Csgoldes%40capphysicians.com%7C7a08a66a86264d9d264c08de68cd57d5%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C639063428365259038%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZPHlDmbXuXfMF6k1ZTlDqQWssRRfA1nnTtWS4XzW%2FcA%3D&reserved=0

Worker & Environmental Safety

Health Department Investigations in Outpatient Settings Identify
Infection Risks

What's the news. Analysis of health department investigations scrutinizing
outpatient settings found that 64% investigated healthcare-associated infections and
36% investigated novel or targeted multidrug-resistant organisms, with infection
control breaches and device reprocessing breaches being common, according to a

study published in the January 2026 issue of the American Journal of
Infection Control.

Why it matters. Identifying infection risks in outpatient settings can help
organizations improve infection prevention strategies and enhance patient safety.

How ECRI can help. The guidance article Infection Prevention and Control
provides an overview of infection prevention and control in the office setting.

Legal & Regulatory

Use of Shadow AI Raises Concerns About Cybersecurity, Data
Privacy, Patient Safety

What's the news. Forty percent of surveyed healthcare professionals encountered
shadow Al (i.e., unauthorized Al tools or apps) in their organization, and 17% had
used one, raising concerns about cybersecurity, data privacy, and patient safety,
according to a recent Wolters Kluwer survey.

Why it matters. Implementing organization-wide guidelines for Al usage can help
mitigate such risks and facilitate responsible AI use among staff.

How ECRI can help. ECRI named Insufficient Governance of Artificial
Intelligence in Healthcare among the top 10 patient safety concerns in 2025.

US Supreme Court Decision May Lead to Increased Malpractice
Cases in Federal Court

What's the news. The US Supreme Court's decision in Berk v. Choy means that
medical malpractice defendants can no longer rely on state affidavit-of-merit
requirements in healthcare liability actions to screen out cases filed in federal court,
which could result in increased federal filings, higher costs, and broader discovery
obligations, among other concerns, according to a January 22, 2026, article by a
national law firm.
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Why it matters. Staying abreast of judicial interpretations as they relate to
malpractice is foundational to a risk manager's duty to reduce liability exposure and
ensure financial stability for their healthcare organization.

How ECRI can help. The guidance article Legal Basics provides an overview of
general legal principles, as well as more specific information about vicarious liability,
responding to subpoenas, and what to expect if a physician's practice becomes
involved in malpractice litigations.
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