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e Blog: Combating Substandard and Counterfeit Medical Devices read now

e Blog: Ensuring Safe Al Use in Healthcare: A Governance Imperative read now

e Understanding Healthcare as a Complex System: A Guide for Healthcare Workers
read now

Patient Safety & Relations

Frontline Clinic Administrators Express Concerns About Extreme
Weather Events

What's the news. A national survey of nearly 300 self-identified administrators and
other staff at frontline clinics found that 45.9% "reported concerns about extreme
weather impacting their job, with barriers to preparedness including financing and
knowledge and resources. . . . 41.8% of respondents reported taking steps to protect
their clinic infrastructure from extreme weather, including by addressing power and
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improving ventilation," according to a study published in the April/June 2025
issue of the Journal of Ambulatory Care Management.

Why it matters. Consequences of climate change include increasing extreme
weather events (e.g., extreme heat, hurricanes, floods, wildfires) that can affect
healthcare systems and critical infrastructure, disrupt care access and delivery, and
directly result in patient harm.

How ECRI can help. The guidance article Mitigation, Preparation, Response,
and Recovery: Managing Emergencies in Physician Practices provides action
recommendations for mitigating, preparing for, responding to, and recovering from

emergencies in ambulatory care settings.

Adults with High and Low Antibiotic Use Have Different Cognitive
Beliefs, Antibiotic Preferences

What's the news. Adults who use antibiotics frequently reported "needing more help
reading health-related materials, . . . were more distrustful of science, and more likely
to want antibiotics for a hypothetical viral respiratory infection" compared with
nonusers of antibiotics, according to a research letter published March 21, 2025,
in JAMA Network Open.

Why it matters. Understanding differences in cognitive beliefs and antibiotic
preferences between nonusers and adults who use antibiotics frequently can help
organizations tailor educational materials and interventions to promote appropriate
antibiotic use for the specific needs of patients.

How ECRI can help. The guidance article Health Literacy discusses steps
organizations can take to promote a more health-literate patient population as well as
relevant laws, initiatives, and standards related to improving health literacy.

Legal & Regulatory

Documentation Failures Contribute to Medical Malpractice Cases

What's the news. Among more than 65,000 medical professional liability claims
closed between 2014 and 2023, 20% had documentation issues, with common types
of documentation failures including insufficient documentation of clinical findings,
clinical rationale, and informed consent; inconsistent documentation; illegible
documentation; and artificial intelligence- or technology-related errors, according to a
recent article in /nside Medical Liability.

Why it matters. Appropriate clinical documentation is critical to safe and effective
healthcare, ensuring patient safety and serving as a defense in malpractice cases.
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How ECRI can help. The guidance article Documentation: A Primer on
Charting in the Medical Record discusses how to implement and maintain an
effective documentation system.

Considerations to Improve Cybersecurity in Healthcare

What's the news. Given the increased risk of cyberattacks and the large amount of
sensitive data within the healthcare industry, it is essential that healthcare
organizations implement effective cybersecurity strategies, including considering the
security of medical devices before they are connected to networks or purchased;
keeping up to date with evolving cybersecurity regulations; mitigating the threat for
cloud-based data; and implementing updated standards to protect against potential
attacks from quantum computers, according to a March 17, 2025, article by
Medical Device Network.

Why it matters. Cyberattacks can lead to operational disruptions, data breaches,
lost business or revenue, and negative effects on patient care.

How ECRI can help. The guidance article Cybersecurity in Ambulatory Care can
help organizations understand their current approaches to cybersecurity and identify
opportunities for improvement.

Use Enterprise Risk Management to Tackle Arising Risks of AI,
Study Says

What's the news. Integrating an enterprise risk management framework can help
address the risks associated with artificial intelligence (AI) in healthcare by "providing
both a forward-looking and responsive strategy designed for the healthcare industry,"
according to a research article published February 14, 2025, in the Journal of
Healthcare Risk Management. Researchers say the method outlined can uncover
and address Al-related weaknesses, incorporate incident reporting systems and root
cause analysis, and more.

Why it matters. Al applications have many potential benefits, including improved
clinical outcomes, reduced costs, and reduced healthcare-worker burnout. However,
common issues with AI technology—such as bias, transparency, and privacy and
security concerns—can have unique and dangerous consequences in healthcare.

How ECRI can help. ECRI listed Insufficient Governance of Artificial
Intelligence in Healthcare among its top 10 patient safety concerns in 2025.

Y ECRI

ECRI and ISMP Headquarters, 5200 Butler Pike, Plymouth Meeting, PA 19462, 610.825.6000


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHps5nR32W50kH_H6lZ3pmW3BrkJc8qnHFSW4yzMjZ69CyX3W4yyQ_G4Q9MbWW2J8lSd3MV0x_W7hMPF466H6xcW2W_VWy7knsr5VJN4j6636M3sN39pDHfBCnmjW3x1YgL8jPGTTW7fBkwv1LMR8LN3QLKD-qDX-RW1g1Dh08QzSs-W6ZgrSm2Lh4NRW3JWyvx1l08H8W2GvXKL3L7WxjN64hyjjD51NyW864z5B2mLspZW32v7Br83vJ7DW7L8yPN3XSwKVW340MwF1f9hWJW4cJcwR7S5V5QW3MhJ5b5jjCSjW14mbJC2khdx6W5gn1tr4k4dYFVDnRQr7GghKdW4Wq1_q77VcB0N1bdvR3GFX9jV4wb7k1F2BK-W5BDN4T9hfVS6VqWp4d1GknvYW7pQ6JJ1bTKsrW1rNC9m50fVPrf270Y6404&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634930944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3KxZAEEfit%2B70MB34K%2Br0Jt65GOPRYOh52z0K2ko3%2B0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHps5nR32W50kH_H6lZ3pmW3BrkJc8qnHFSW4yzMjZ69CyX3W4yyQ_G4Q9MbWW2J8lSd3MV0x_W7hMPF466H6xcW2W_VWy7knsr5VJN4j6636M3sN39pDHfBCnmjW3x1YgL8jPGTTW7fBkwv1LMR8LN3QLKD-qDX-RW1g1Dh08QzSs-W6ZgrSm2Lh4NRW3JWyvx1l08H8W2GvXKL3L7WxjN64hyjjD51NyW864z5B2mLspZW32v7Br83vJ7DW7L8yPN3XSwKVW340MwF1f9hWJW4cJcwR7S5V5QW3MhJ5b5jjCSjW14mbJC2khdx6W5gn1tr4k4dYFVDnRQr7GghKdW4Wq1_q77VcB0N1bdvR3GFX9jV4wb7k1F2BK-W5BDN4T9hfVS6VqWp4d1GknvYW7pQ6JJ1bTKsrW1rNC9m50fVPrf270Y6404&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634930944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3KxZAEEfit%2B70MB34K%2Br0Jt65GOPRYOh52z0K2ko3%2B0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHq25nR32W69t95C6lZ3l-W1wk8MG4_4WRjVbnD-f2SlxX6N65Dgw3rpys_W1DVh2N7FdlkDVgnvjx2k9NqXW31lMHh1hBXk5W3CL7Nx61nGp2W3YLCJ91cTVT6W6hlGp283KfVmW4_XGzs96_rCmW8SNJ_b1qHx9GW5Z3f3T1GQwR-N5_Zzs9MMGhtW6T9b7X2cC6mhW5B-Q-B52pbY3W84qmqh1sx6fGW33wBBg5Y46LJN3GpsQjYLmTWW5ZnfLZ7mGZ4NW24YmSq4qrCSSW4k4cCD7zXPLpW28fBwR6TDVwNVxhCcv5MRqmkW7yk1r8928vSZVBG1vZ2FG-4FW63NtTB5qLD-pW8fj6C_2f3c73W2mSfC73nXb6KMFpyq_MdQ63W6Xfpq35Q1bP0VM69Sk8yc-z-W1BcfnC1cqhdbW71YTQm9ddBV1W3kMLyj7gNyDxW5t4ScF6jkVWbW6lTy5532Fm4sdjHd9b04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634943810%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iTzrfoEl1jCSN%2Bv4%2BtafVNLpELvTeLJ5om7%2BhiNg%2B9g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHq25nR32W69t95C6lZ3l-W1wk8MG4_4WRjVbnD-f2SlxX6N65Dgw3rpys_W1DVh2N7FdlkDVgnvjx2k9NqXW31lMHh1hBXk5W3CL7Nx61nGp2W3YLCJ91cTVT6W6hlGp283KfVmW4_XGzs96_rCmW8SNJ_b1qHx9GW5Z3f3T1GQwR-N5_Zzs9MMGhtW6T9b7X2cC6mhW5B-Q-B52pbY3W84qmqh1sx6fGW33wBBg5Y46LJN3GpsQjYLmTWW5ZnfLZ7mGZ4NW24YmSq4qrCSSW4k4cCD7zXPLpW28fBwR6TDVwNVxhCcv5MRqmkW7yk1r8928vSZVBG1vZ2FG-4FW63NtTB5qLD-pW8fj6C_2f3c73W2mSfC73nXb6KMFpyq_MdQ63W6Xfpq35Q1bP0VM69Sk8yc-z-W1BcfnC1cqhdbW71YTQm9ddBV1W3kMLyj7gNyDxW5t4ScF6jkVWbW6lTy5532Fm4sdjHd9b04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634943810%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iTzrfoEl1jCSN%2Bv4%2BtafVNLpELvTeLJ5om7%2BhiNg%2B9g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHrd3qgyTW8wLKSR6lZ3pBW2k11pw7RvKyjW7CXpnR3jSLwyW83ZsgF5W-gqhN8dHClZytVLHW1JpP8S6H30QWN3mvt0RwnLzPW6qKpDQ4TTKW9W7YS_X88KXhl_W6q7XyY60n683W8zrVcv2Nr1lMVgxNF77chMn0W5wmNxn8_DtnQN49syvv89S4SW7NHrfM48ZhN6VW5FBC555mvTW6xGTNQ18-77BW7x6CGn3Bz69NW6lKptp7b-pnyVjdz9h4nJH3HW2SccDk7y_14sW2gqdY4215XsYW9kn70s2wDnDfW8JNj9t4hX1YWW12NcfB4jnll1W3DLpCs8VY2jkVp-0CN6dmRGVW1fTFTy16M291VtkVlH971B2cf6WP4bH04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634959305%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vloHkcs9L4RDYdar%2BXEkyFoHBun8pWQSuvZUu4q2DKQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHqY3qgyTW7Y8-PT6lZ3pTW4BHR2520t6j_W5gfD673_zVbRW1bftSd5s0lGmW8nG4Bc4xnYLXW7YBXmG5wd7bZW3GzSFC4BpQjgW4FRh0j9bd-1cW6HZ6p96mBc5YW16j-lK7CZjmkW3gpTs-8FpTCnN78HhXLqdSjXW44kjcQ2PLCbpW1TcCJ38MpkqfN4xbxlJ_6l7pW3pHM3b7tv-QHW9jYvjZ4Zk1s6W7s2X-G2LL-xfW2vyWrZ8t1MjHW2ZC8zh8PsrmjVZX2m57J8rmbVglLkM3lykXGVyKdpX1rVyYwW8GPKbh42WSQgW6QCCdm8qcrpfW3rfl8D968RkpW37vX_S3MS65Pf2_5DSq04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634973161%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=amijnwY5%2FjECvyxcu7nP7nCt%2F%2FurTXFM4CNZvZCIyqg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHqY3qgyTW7Y8-PT6lZ3pTW4BHR2520t6j_W5gfD673_zVbRW1bftSd5s0lGmW8nG4Bc4xnYLXW7YBXmG5wd7bZW3GzSFC4BpQjgW4FRh0j9bd-1cW6HZ6p96mBc5YW16j-lK7CZjmkW3gpTs-8FpTCnN78HhXLqdSjXW44kjcQ2PLCbpW1TcCJ38MpkqfN4xbxlJ_6l7pW3pHM3b7tv-QHW9jYvjZ4Zk1s6W7s2X-G2LL-xfW2vyWrZ8t1MjHW2ZC8zh8PsrmjVZX2m57J8rmbVglLkM3lykXGVyKdpX1rVyYwW8GPKbh42WSQgW6QCCdm8qcrpfW3rfl8D968RkpW37vX_S3MS65Pf2_5DSq04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634973161%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=amijnwY5%2FjECvyxcu7nP7nCt%2F%2FurTXFM4CNZvZCIyqg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHps5nR32W50kH_H6lZ3ptW8LjWCd4B-RqbW3X6xG_9bmtfcW8435Kw7h7T_1W97RZwx19sBx0MmypSZQltPWW7CYyYb8QLljxW2WgPdZ5c6nKVW105P8C56BF-cN7hp7Nkpfz_KW64YWCd6rq-2LW77H3Dt1bM9YvW42vsPp7G_TJcW78Dpvk94phzGW8Ml9yR4qydpcW5bfCHZ83Nx4BVc1XZ77vFqCkW3yL_Kc67CZZZW8Q3KmY8qfC5xW8SwV925mNDCFW42jX8g6t4k4jW38ztF_38_11jW3KQbPw3-2_NtW17vl7p2375FCW85Qy0p395SFsN7Gs3mrTZkBgN63BrW9s9sFHW1cclPx641pRKW4p4DvW6yTbZnW7d0hmt2szgjhW7c2hZL267W7PW39-MfB3dF7sfW2p39vq8Y7RMpf7gNDqC04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634986210%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=BER%2BLGSEjOswOeIgOnFI%2Bc4tOq7bEvpSGkpUJtMDLnA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVWQ5Mr8vtHhvW2WYM825c0K2SW9k7knf5v77SgN6wcHps5nR32W50kH_H6lZ3ptW8LjWCd4B-RqbW3X6xG_9bmtfcW8435Kw7h7T_1W97RZwx19sBx0MmypSZQltPWW7CYyYb8QLljxW2WgPdZ5c6nKVW105P8C56BF-cN7hp7Nkpfz_KW64YWCd6rq-2LW77H3Dt1bM9YvW42vsPp7G_TJcW78Dpvk94phzGW8Ml9yR4qydpcW5bfCHZ83Nx4BVc1XZ77vFqCkW3yL_Kc67CZZZW8Q3KmY8qfC5xW8SwV925mNDCFW42jX8g6t4k4jW38ztF_38_11jW3KQbPw3-2_NtW17vl7p2375FCW85Qy0p395SFsN7Gs3mrTZkBgN63BrW9s9sFHW1cclPx641pRKW4p4DvW6yTbZnW7d0hmt2szgjhW7c2hZL267W7PW39-MfB3dF7sfW2p39vq8Y7RMpf7gNDqC04&data=05%7C02%7Csgoldes%40capphysicians.com%7C4586b0007d0f4c7af68008dd76b4ad55%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638797240634986210%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=BER%2BLGSEjOswOeIgOnFI%2Bc4tOq7bEvpSGkpUJtMDLnA%3D&reserved=0

	What's New?
	Patient Safety & Relations
	Frontline Clinic Administrators Express Concerns About Extreme Weather Events
	Adults with High and Low Antibiotic Use Have Different Cognitive Beliefs, Antibiotic Preferences

	Legal & Regulatory
	Documentation Failures Contribute to Medical Malpractice Cases
	Considerations to Improve Cybersecurity in Healthcare
	Use Enterprise Risk Management to Tackle Arising Risks of AI, Study Says


