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What's New? 
  

• The Four Greatest Weaknesses in the American Healthcare System Fueling 
Preventable Harm read more 

• Patient safety nonprofit releases guidance for navigating medical supply chain 
disruptions caused by Hurricane Helene read now 

• Drug Diversion and Infection Prevention: When the Needle Hits the Vein read 
more 

  

    

  

Patient Safety & Relations 
  

Patient Perspectives on Deprescribing Emphasize Communication 
and Support 

What's the news. Interviews with participants in England age 65 or older who were 
taking five or more medicines found that patient perspectives on deprescribing 
focused on providers' explanations for deprescribing and support from those 
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professionals with whom patients had an existing therapeutic relationship, according 
to a study published October 16, 2024, in BMC Geriatrics. 

Why it matters. Deprescribing is a continuous process of decreasing or discontinuing 
medications to reduce inappropriate polypharmacy and its associated harms. It is 
important that providers understand and address patient needs during the 
deprescribing process. 

How ECRI can help. The white paper Reducing Inappropriate Polypharmacy 
through Deprescribing provides an overview of polypharmacy among older adults, 
discusses reducing inappropriate polypharmacy, and considers deprescribing as a risk 
reduction strategy. 

  

Electronic Patient Portals Can Help Providers Identify Symptoms 
of Adverse Drug Reactions 

What's the news. Using an electronic patient portal to conduct systematic 
surveillance for symptoms of potential adverse drug reactions that patients 
experienced after starting new medications found that 25.9% of patients reported at 
least one new symptom, and 30.3% of those experiencing symptoms reported two or 
more new symptoms, according to a study published October 2024 in the 
Journal of Patient Safety. 

Why it matters. New medications can cause adverse drug reactions, even in 
patients who had no history of a reaction to a particular medication. Providers must 
identify and address symptoms of potential adverse drug reactions to ensure patient 
safety. 

How ECRI can help. The guidance article Medication Safety discusses how to 
involve both patients and their caregivers in the medication management process. 

  

    

  

Worker & Environmental Safety 
  

Improving Work Environment and Nurse Self-Efficacy Reduces 
Missed Nursing Care 

What's the news. Using an electronic patient portal to conduct systematic 
surveillance for symptoms of potential adverse drug reactions that patients 
experienced after starting new medications found that 25.9% of patients reported at 
least one new symptom, and 30.3% of those experiencing symptoms reported two or 
more new symptoms, according to a study published October 2024 in the 
Journal of Patient Safety. 

Why it matters. New medications can cause adverse drug reactions, even in 
patients who had no history of a reaction to a particular medication. Providers must 
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identify and address symptoms of potential adverse drug reactions to ensure patient 
safety. 

How ECRI can help. The article Improving Healthcare Worker Well-Being 
discusses how to assess, measure, and track worker well-being, and how to 
implement or improve support programs and resources. 

  

    

  

Legal & Regulatory 
  

Nearly All Organizations Experienced a Cyberattack, Report 
Disrupted Patient Care 

What's the news. Proofpoint Inc. and Ponemon Institute recently released their 
report: Cyber Insecurity in Healthcare: The Cost and Impact on Patient 
Safety and Care 2024, which found that 92% of surveyed healthcare organizations 
experienced at least one cyberattack in the past year, with 69% reporting a related 
disruption to patient care. The four most common types of attacks were cloud 
compromise, ransomware, supply chain, and business email compromise. 
Organizations that experienced such attacks reported poor patient outcomes due to 
delays in procedures and tests (56%), an increase in medical procedure complications 
(53%), and increases in patient mortality rates (28%). 

Why it matters. Cyberattacks can negatively affect patient care, disrupt operations, 
compromise patient data, and lead to lost revenue or regulatory action. Organizations 
should implement strategies to prevent cyberattacks and prepare responses in 
anticipation of cyberattacks. 

How ECRI can help. The guidance article Cybersecurity in Ambulatory Care can 
help organizations better understand their approach to cybersecurity and identify 
opportunities for improvement. 

  

Majority of Physicians Engage with Healthcare Influencers on 
Social Media 

What's the news. A survey of over 300 US physicians found that 90% of 
respondents engage with social media content created by healthcare influencers or 
key opinion leaders at least weekly, with nearly half (48%) engaging multiple times a 
day, according to The Influence of Influencers Report by Sermo. Sixty percent 
have changed their perception of a medication based on such content, and 50% have 
changed their prescribing choices. 

Why it matters. Social media can be an effective tool to connect, communicate, and 
gain information; however, it is important to be aware of social media's influence on 
healthcare professionals, especially regarding how such content may affect their 
perceptions and choices. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVW_86825nvQqW7JxJck4Hnt4hW3Bmyl95n1sD9N6D7jZ43qgyTW95jsWP6lZ3lvW52lbJ42k8yv5W4m8P-k8QMdpXW4ytswP6M2ctYVC8ZJL94H3C2W4ps6pd3N0RPLW8vsKfY6dMCbfW7KMPJW8MYJGMW4j1XHl8G-nZqW2mH_1h352Hd0V9tcWJ408QdXW3BhmW554zyGdW89fvcZ5NsvKWVNd_pW7GR82XW7STG4X7HC1J-W381hrQ3_5V7sW13S1Wm62zQLVN3p2PY6ZQwXtW5BsF2d1slqBBW21QsYW71vKKWW1kLBvt260CDJW34zXpP81kW26W92KHKt80RsR3W7dRzWn3wLkMKW8zGMZp2W1cwKW9cGc-08_v-l0V2HxSl7RNq5tW839JMF7gZTLnW5d13Hy5T4T0_W3tkWNr4QjcwFW6TQh1V8X8QBnf5zsd1v04&data=05%7C02%7Csgoldes%40capphysicians.com%7C6a7a51691bce443ad31408dcfdd5577f%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638664339991743639%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=16qVZd5D04hOLqj3TGDbCuaJMeGvvFSMDkYQYVVJlTs%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVW_86825nvQqW7JxJck4Hnt4hW3Bmyl95n1sD9N6D7jXj5nR32W5BWr2F6lZ3mQW4g0NRD7nQQ-bW6JF6dK4zVZ5rW8JVT132GZm7lW5Yp_f_2GxMBgW1HdvWv4dV9T9VfZdt43Mx60QN26yW8hDypcNW2r1QYG6x6QkqW7n9hY_131q2yW5pTsPY6JD92jVJ5zsQ77yxPpN2BWsDHP3vb8W8HjMgy4R4TQmW1GbrZH4t5fcdW3lK1313N3QhSW21BZR86j3MXfN3K0_45jLFW8V7pP1d5SL-v6W6N3KpL1p9rkjW30Ybdw12NwJdW27ZttD7LTlK-N6rx33bGWGJtW5m5prw5PX_M9W3cGYrQ4Bln8dW6v-gRL6dxy6QW1VnXVY6zGtLJN47hWSJFGzrcW2-Pk9n6DX5VMW7Vb-7q8mXzgLW787Z1s1j43spW2szCS9736WqFW17WRZ93_XfGcN5NCldbVbtSsW3Xg2918c-q8lf8vXChz04&data=05%7C02%7Csgoldes%40capphysicians.com%7C6a7a51691bce443ad31408dcfdd5577f%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638664339992073855%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2BRrZx%2BPRvt7SsxHR46WTdlIlUQJl0Ywc4szWL3ofNUc%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVW_86825nvQqW7JxJck4Hnt4hW3Bmyl95n1sD9N6D7jXj5nR32W5BWr2F6lZ3mQW4g0NRD7nQQ-bW6JF6dK4zVZ5rW8JVT132GZm7lW5Yp_f_2GxMBgW1HdvWv4dV9T9VfZdt43Mx60QN26yW8hDypcNW2r1QYG6x6QkqW7n9hY_131q2yW5pTsPY6JD92jVJ5zsQ77yxPpN2BWsDHP3vb8W8HjMgy4R4TQmW1GbrZH4t5fcdW3lK1313N3QhSW21BZR86j3MXfN3K0_45jLFW8V7pP1d5SL-v6W6N3KpL1p9rkjW30Ybdw12NwJdW27ZttD7LTlK-N6rx33bGWGJtW5m5prw5PX_M9W3cGYrQ4Bln8dW6v-gRL6dxy6QW1VnXVY6zGtLJN47hWSJFGzrcW2-Pk9n6DX5VMW7Vb-7q8mXzgLW787Z1s1j43spW2szCS9736WqFW17WRZ93_XfGcN5NCldbVbtSsW3Xg2918c-q8lf8vXChz04&data=05%7C02%7Csgoldes%40capphysicians.com%7C6a7a51691bce443ad31408dcfdd5577f%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638664339992073855%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2BRrZx%2BPRvt7SsxHR46WTdlIlUQJl0Ywc4szWL3ofNUc%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVW_86825nvQqW7JxJck4Hnt4hW3Bmyl95n1sD9N6D7jZ43qgyTW95jsWP6lZ3lSW62qz-k8ZSZ1kW31k71l49Wz7LW6h73sf3CZQ-jW2lK8SJ1YrWJ3W5zsxRf13y3W8W2TyH7c8k5XLbW3qzvrC1y-94bW77tMvT5n_fLgW7ZQnXq5CWdfwVr9L_n4_gNpZN8B9F3nnfx3GW3qc-VY4T5PN4W6YmNp-2ztYgSW3sMX4s5q1-Z-W2Nt-wy6lg7bRW6RWvL776QQztW6m00Mk5bTK9KW5y2Qwg8kTNpmW7schvB8N0SV9W23j6Rc514zfNW4pLZrq5Kvl7qW47lrsT5-vzVTW4mHf_L1Dk6YdW5WngRZ8nk6yrW1GyVGh4XMGBzW1XwXHJ8FvRMqW2WMNRD8xrLKZW80dx144FyF3YW3smxTv5-vDFHVNkKvk4YsP7pf5pXhLF04&data=05%7C02%7Csgoldes%40capphysicians.com%7C6a7a51691bce443ad31408dcfdd5577f%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638664339992094490%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=3KIuk9FhlGM80FhUT9nSm9YVU9pjODUND%2FCPm7e3DDg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fonline.ecri.org%2Fe3t%2FCtc%2FRG%2B113%2Fcz9l404%2FVW_86825nvQqW7JxJck4Hnt4hW3Bmyl95n1sD9N6D7jX05nR32W50kH_H6lZ3pPW8Ckks06TbB0QW6cggBk31vbwzN3fh41PgqZykVYMvDh8GKQ_SV6TJCc7sr042W7T-fGd66MRgfVzXqhc1p6JKRN3GDMvbqbc79W40y5Xy3TprpbW1NtDZs4NRZD1W93jpSM60PgY6W1bzt1N2-78F-W40xJjS5TcdDSW4zL97Z3QWtT_W98hWr17jr3kKW1dY70l1gKQvxN8QpVP5KmRmzW57Xczw1w4c-TW3173sr68R36kW4nvV6b4q27bTW5rFSFg7HX-csW8nbwmk72jmTsW7Sqc652x4sK-W1Bf_Py9grbfKVs0lhx166VkJW7SyzfX3R17JlW1P0Wf87XGdy6W4h50Rq58QYSdV8YMxr4f-gHFW472gyF4s5BVtW8Vbhch5WL9PNW65VKsL42b2Zbf1L2gz-04&data=05%7C02%7Csgoldes%40capphysicians.com%7C6a7a51691bce443ad31408dcfdd5577f%7Cd6ac1d2dfc19400c9732f433ca8dab0b%7C1%7C0%7C638664339992114650%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=51wUSUuB1UQStx7kdDt%2BxFwPbF4SUWkj2%2BYGMfVYZAM%3D&reserved=0


How ECRI can help. The guidance articles Social Media: Organizational Risks 
and Social Media: Staff-Related Risks discuss risks related to organizational and 
staff use of social media and strategies that organizations can implement to mitigate 
such risks. 
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